LANCOM™ Techpaper
Performance

Introduction

Applications for communications and entertainment
are increasingly based on IP networks. In order to en-
sure that the necessary bandwidth performance can
be provided reliably, it is important for the infrastruc-
ture's networking components to be tested thoroughly
and intensively. In this Tech-Paper, LANCOM Systems
presents the methods of measuring the performance
of routing and VPN systems for central sites and VPN
gateways.

We examine a variety of aspects for consideration
when measuring the performance of a router. This
includes the transmission speeds of connections be-
tween the LAN and the Internet (WAN), and the inter-
nal data transmission in the network (LAN-LAN). Many
business processes rely on secure WAN connections,
which is why we are focusing on determining the per-

formance of encrypted data connections over VPN.
Test system

All of the performance values were measured in LAN-

COM's test laboratory. Tests were conducted with an

IXIA

-

IXIA test system. IXIA uses so-called test suites, which
enable the simulation of different applications. This al-
lows, for example, the investigation of data through-
put over automatically established VPN tunnels, or the
measurement of pure LAN-WAN routing performance
for unidirectional and bidirectional data connections.
IXIA is a leading supplier of systems which test IP-
based services and infrastructures. Test systems from
IXIA are employed all over the world by network-com-
ponent manufacturers and other organizations to help
assure the functionality and reliability of complex IP
networks, devices and applications.

The measurement of data transmission itself uses ei-
ther a fixed frame size or a combination of frame sizes
which reflects a typical flow of data. These combina-
tions are known as "Internet Mix", or IMIX for short.
The type of IMIX which is applied significantly affects
the test results, because packet size has a strong in-
fluence on a connection's performance. By selecting
the appropriate ports on the router being tested, it is
possible to test connections between the LAN and the

WAN, and also purely LAN-LAN connections.
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WAN-LAN transmission
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Routing performance

The measurement of routing performance involves the
determination of the maximum data throughput which
can be achieved before a router starts rejecting pack-
ets. Measurement uses UDP packets of various sizes in
order to simulate the performance with different ap-
plications. Ethernet frame sizes range from 64 bytes
for the smallest to 1518 bytes for the largest frames.
Tests on different router models demonstrate the influ-
ence of the different hardware platforms (processor,
interfaces).

Measurements initially determine the frame rate,
which is a good performance indicator of the tested
hardware. With normal routing, the frame rate is fairly
constant even with different frame sizes. This is be-
cause only the header is inspected during routing, a
process which is largely independent of the size of the
frames being routed. For this reason, only the average
frame rates are given in the tables.

The throughput for a certain frame size (or even a mix
of sizes, see IMIX on page 6) can be approximately
calculated by multiplication with the frame rate. When
frame rate is constant, data throughput depends di-
rectly on the frame size. The larger the frames, the
larger is the data volume that can be transmitted.
The maximum number of frames transmitted per sec-
ond is limited by the performance of the interfaces
and the transmission medium (e.g.Fast Ethernet with

100 Mbps).

LANCOM

Systems




LANCOM 1611+

LANCOM 1711+ VPN
LANCOM 1811n Wireless
LANCOM 7100 VPN
LANCOM 9100 VPN

5.06
8.19
26.06
‘ 30.53

LANCOM™ Techpaper
Performance

LAN-LAN transmission

Not measured
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Frame size in bytes

Measurement of the routing performance relates to the
size of the Ethernet frames. To compare packet sizes
for particular applications, it is necessary to subtract
the header. For a frame of 512 bytes, the result is a
UDPdatagram size of 474 bytes (512 bytes - 18 bytes
Ethernet header - 20 bytes IP header) and, after sub-
tracting the UDP header (8 bytes), the UDP payload is
466 bytes.

To investigate routing performance, this paper consid-

ers two different applications:

= For WAN-LAN routing, data received from the
WAN is forwarded to a peer in the LAN.

m For LAN-LAN routing, data remains within the
local-area network and is passed from one LAN
port to another.

The measurements show that devices with a 100 Mbps
interface provide speeds which are limited by the in-
terface. The maximum possible throughput is achieved
with a frame size of ca. 1024 bytes. The throughput
of Gigabit models increases almost linearly with the
frame size. The LANCOM 9100 VPN achieved a peak
value of over 700 Mbps.
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IPsec routing (decryption)
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IPsec routing performance

Other than with pure routing performance, VPN and

IPsec routing actually changes the frames which are

being passed from one interface to the next. When

data is encrypted for the VPN tunnel, the original

frame is encapsulated and it is supplemented with ad-

ditional information. This has two important effects

when considering the performance of IPsec routing:

® Encrypted frames are larger than unencrypted
frames. Consequently, any results have to indicate
which frame size was observed at which interface,
and/or whether the frames were encrypted or
unencrypted. The values presented here always
relate to an unencrypted frame size. An IP packet
of 46 bytes is transported unencrypted, e.g.in a
frame of 64 bytes. In the event of AES encryp-
tion, the frame grows for example to 122 bytes
(46 byte IP packet + 18 byte Ethernet + 20 byte IP
+ 8 byte ESP + 16 byte initialization vector (IV) +
1 byte padding + 1 byte padding length + 12 byte

authentication).
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IPsec routing (encryption)
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® The processes of encryption and decryption in the
router take up computing time. These processes
take place in two steps which, in the case of
encryption, must be sequential. With decryption,
on the other hand, these steps can be executed
in parallel. Router models with VPN hardware
acceleration provide significantly better perfor-
mance with decryption than with encryption.
This explains why the results display a significant
difference in performance between the decryption
and encryption directions. Conversely, models
without VPN hardware acceleration (e.g.LANCOM
1611+) have to process the full package content.
This is why the frame rate sinks with increasing
frame size when carrying out decryption without
hardware acceleration. The average frame rates in
the table for this special case do not represent a
constant frame rate which is independent of the
frame size, but rather the true average value of
the measurements.
All of the IPsec-routing values given here are for a sin-
gle VPN tunnel. With up to 1000 tunnels established
under laboratory conditions, the frame rate remained
almost constant over all of the active tunnels. How-
ever, under actual operating conditions, an increasing
number of tunnels will cause the frame rate to drop
due to the processes running for each tunnel (for ex-

ample renewal of the key being used).
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LANCOM 1611+
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IPsec routing with different IMIX's (decryption
and encryption)
As an alternative to measurement with fixed frame siz-
es, measurements were carried out with varying IMIX
patterns. The IMIX patterns simulate "true" data traf-
fic, which contains varying frame sizes. There are no
fixed guidelines for the composition of the frame sizes,
and for this reason the measurements supplemented
the preset values in the IXIA test system (IMIX 0) with
two other common patterns (IMIX 1 and IMIX 2). The
patterns use the following frame compositions:
= |MIX0: 45% 64 byte, 20% 128 byte, 5% 256 byte,
3% 512 byte, 2% 1024 byte, 1% 1280 byte, 24%
1364 byte.
= |MIX1: 7x 64 byte, 4x 570 byte, 1x 1418 byte.
= |MIX2: 58% 90 byte, 2% 92 byte, 24% 594 byte,
16% 1418 byte.
When evaluating VPN throughput, the IMIX pattern
should include the frame size 1418 bytes which, as-
suming an overhead of 100 bytes, is the maximum
encrypted frame size transmittable via Ethernet
(1518 bytes, the maximum [EEE 802.3 frame size).
AES-SHA encryption was used for the measurements,
and the tunnels were established in the LAN-WAN
direction. These measurements again show that data

decryption is faster than encryption.
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